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1
Decision/action requested

It is requested to approve the resolution of an EN. 
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Rationale

According to TS 33.501 [1] clause 7.2.1, special handling is needed to return the authentication result (EAP-success/failure) message in case of EAP-AKA’. Currently, there are two ways to return the message according to TS 24.501 [2] namely in the AUTHENTICATION RESULT or SECURITY MODE COMMAND. 
The selection criteria, whether to use SECURITY MODE COMMAND for the authentication result, is according to TS 24.501 [2]:

“If the security mode control procedure is initiated after successful EAP based primary authentication and key agreement procedure and the security mode control procedure intends to bring into use the partial native 5G NAS security context created by the EAP based primary authentication and key agreement procedure, the AMF shall set the EAP message IE of the SECURITY MODE COMMAND message to an EAP-success message to be sent to the UE.”

This implies, that introducing new authentication algorithms, like EAP-TLS, it needs to be evaluated whether special handling is required when sending the security mode command if the partial native 5G NAS security context shall be put into use.         

The pCR proposes to remove an EN by adding step 8 to the scope of extension.
4
Detailed proposal

************ START OF CHANGES ************

7.1.2 Conclusion for Untrusted N3GPP access to SNPN

Solution #1 is selected as basis for normative work for untrusted access to SNPN. 

This means that the procedure specified in TS 33.501 [2] clause 7.2.1 will be reused for normative work with the following modifications:

- 
Support for all key generating EAP-methods: Extend the applicable authentication mechanism in step 7 and 8 to key-generating EAP authentication methods

- 
Support for onboarding: Add possibility to send onboarding SUCI in step 5

- 
Support for usage of anonymous SUCI: Add possibility to send anonymous SUCI in step 5 (also affecting steps 6 and 7) if the construction of SUCI as described in clause 6.12 of TS 33.501 [2] cannot be used and if the employed EAP method supports privacy.

Editor’s Note: Further conclusions are FFS.

************ END OF CHANGES **********
